WARSAW CYBER SUMMIT
ACADEMIC CENTER FOR CYBERSECURITY POLICY
— LEGAL PANEL -

MILITARY CYBERACTIVITY / MILITARY ACTIVITY IN CYBERSPACE
WAR STUDIES UNIVERSITY, WARSAW — REMBERTOW
12" — 13" May, 2021

— DAY 1% — 12 May, 2021 -

7.30 — 8.45 Registration

8.45 — 9.00 Opening remarks
The Ministry of National Defence of the Republic of Poland representative

9.00 — 9.30 Keynote Address
Evolution of cyber military operations

U.S. Department of State representative

I PANEL
9.40 — 11.00 Military cyber security: a challenge for the governments
Expert panel (four participants and a moderator) — four representatives (NATO HQ
& Member States MoD representatives)
(National cyber doctrines, strategies, policies. Role of MOD.

Cyber threats, challenges, governmental and private sector actions & cooperation).

11.10-11.40 Networking Break

11.40 — 12.10 Keynote Speech
Defensive and Offensive Cyberspace Operations

Head (Deputy) of the NATO Cooperative Cyber Defence Centre of Excellence Tallin, Estonia

ITI PANEL
12.20 — 13.20 Legal framework of military cyber operations
Expert panel (four participants and a moderator) — four representatives
of US JAG Corps, NATO CCDCOE, NATO and UE

(Legal discussion panel, national and international regulations on cyber operations in military domain and environment)

13.30 -14.30 Lunch
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IITI PANEL
14.30 — 16.00 Information Warfare
Expert panel (four participants and a moderator) — four lawyers & representatives
of governments

(Discussion panel on the strategic — political level; ,,fake news”, ,,deep fake”, special services excploratory activities — cyber

intelligence & counter — intelligence, governmental coordination and supervision of the special services’ cyber legal activities)

19.00 Hosted Dinner

— DAY 27— 13" May, 2021 -

I PANEL
10.00 — 11.00 Sovereignty in cyberspace

Expert panel (four participants and a moderator) — four lawyers / academics / military experts

(Legal discussion panel, four individual speeches, Q ¢A)

11.10-1140 Networking Break

11.40 — 12.50 Cooperation between the public sector, private sector and the academic
world in the field military activity in cyberspace
Expert panel (four participants and a moderator) — three experts discussion panel from public,
private and academic sectors

(Cooperation between sectors, sector’s needs, requirements & future challenges)
13.00-14.00 Lunch

14.00 — 15.30 Security and privacy in military cyberoperations
Expert panel (four participants and a moderator) — three lawyers & academics

(Legal panel, ,,balance” between security and privacy in the military operations in cyberspace; boundaries and rules)

15.40 Summary and closing remarks



